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Abstract— Face verification has been widely studied during
the past two decades. One of the challenges is the rising concern
about the security and privacy of the template database. In this
paper, we propose a secure face verification system which employs
a user dependent one way transformation based on a two stage
hashing algorithm. We first hash the face image using a two stages
robust image hashing technique, then the result hash vector is
encrypted using Advanced Encryption Standard (AES). Both the
hashing and the encryption/decryption keys are generated from
the user claimed ID, using a modified password-based key driven
algorithm. The proposed system is tested on the ORL (AT&T)
face database.

keywords: Face verification, Image Hashing, Encryption,
Key Generation.

I. INTRODUCTION

The Uniqueness of biometrics makes them favorable in
many applications requiring a high level of security [1], [2],
[3]. Face verification became an intensive field of research
since the early nineties, together with other biometrics (fin-
gerprint, iris, retina, hand geometry,.....etc.). While fingerprint
and iris scan can provide high accuracy rates, they still
require complex and specialized scanners. On the contrary,
face recognition can be performed with as simple a device as
a web-cam, guarantying both a non-intrusive feeling from the
scanned person, and a wide range of everyday applications.
Various techniques have been used for face recognition [4],
[5].

Despite the qualities of biometrics, they have a common
shortcoming; most of the biometrics-based authentication sys-
tems need a template database, in which a biometric sam-
ples, and all users important information are saved. Recently,
biometric template protection became one of the important
issues in deploying a practical biometric system, a number of
algorithms have been reported [6], [7]. In this work, higher
template security is attempted by incorporating biometrics
hashing [8], [9] and cryptography [10], [11].

This paper is organized as follows: The proposed face
verification system is illustrate in section II. Section III to
V are devoted to explain the underlaying techniques used in
our proposed system. Modified password-based key derivation
algorithm is investigated in Section III. In Section IV the
used robust perceptual image hashing techniques and achieved

results are illustrated. Advanced Encryption Standard (AES)
technique is explained in Section V. Section VI is devoted to
conclusion and future work.

II. THE PROPOSED FACE VERIFICATION SYSTEM

In this section, we explain our proposed face verification
system. The system uses robust perceptual image hashing
followed by AES encryption to ensure reliable template protec-
tion. The hashing and encryption keys are generated from the
user claimed ID using modified password-based key derivation
algorithm. There is no restriction on the type of the claimed
ID (could be a password, ID number or a user name).

Our algorithm was tested on the famous ORL (AT&T)
face database which was constructed by AT&T Laboratories
at Cambridge [12]. ORL consists of 400 92X112 grayscale
images equally contributed by 40 subjects, 5 images for each
individual were used for training and 5 for testing. There are
variations in facial expression (open/closed eyes, smiling/non-
smiling), and facial details (glasses/no glasses). All images
were taken against a dark homogeneous background with the
subjects in an up-right, frontal position, with tolerance for
some tilting and rotation of up to about 20 degrees. A subset
of ORL (AT & T) database is shown in Fig. 1.

During the enrollment stage Fig. 2, each user offers his
claimed ID (there is no constrain on its length or character
type) and a face image.

First, Modified Password-based Key Derivation algorithm
(See Section III) is used to derive two different keys. A 16-
bit key used to determine the location of the overlapping
rectangles during the image hashing process. The second key
is a 128-bit used as a cryptographic key.

The face image is hashed using two stages robust perceptual
image hashing technique as illustrated in Section IV. The
hash vector result from this step is encrypted using AES (See
Section V) and the encryption key is the second key driven
from the user claimed ID. The result encrypted hash vectors of
all users is stored in the system database each in a separated
record.

During the verification stage Fig. 3, the user offers his
claimed ID and face image. The corresponding user record
stored in the database is retrieved. Then, as in the enrolment



Fig. 1. Example of Face Images of 10 subjects from ORL Database.

Fig. 2. Enrollment Stage.

stage user claimed ID based keys are generated, one is used
during the hashing process and the other is used to decrypt the
retrieved user encrypted hash vector. The Euclidean distance
between the two hash vectors (the decrypted one and the
generated one) is computed if it is less than threshold the
user is who he claims to be. In this work, two types of
thresholds were examined. The first, is a system threshold
(user independent) used for all subjects in the database. The
second, is a user dependent threshold determined for each user
separately during the training stage. The use of user dependent
threshold gave higher recognition rates as shown in table II.

Fig. 3. Verification Stage.

III. MODIFIED PASSWORD-BASED KEY DERIVATION
ALGORITHM.

In this work, we need two keys, a 16-bit key for image
hashing and a 128-bit encryption/decryption key. For strong
hashing and cryptography, keys need to be with no particular
pattern that can be recognized throughout the key sequence
and with the highest possible entropy. Each user offers his
claimed ID which is either a user name, a password or an
ID number. There is no restriction on the type of the offered
ID except that, it’s the same each time he tries to access the
system.

A number of approaches have been developed for strong
key derivation such as: functional based, biometric based [11],
[13] and voice based [14]. The functional based key derivation
approach is often used to derive one or more keys from a
common secret value (password); therefore, it may be referred
to as a password-based key derivation.

A modified version of the Password-Based Key Derivation
Algorithm in [15] based on the Key Based Random Permuta-
tion (KBRP) [16] method is used here. According to Shakir et
al. [15], it generates a strong key regardless of the password
elements and length.

KBRP is a method that generates one permutation of size N
out of N ! permutations. This permutation is generated from a
certain password by considering all characters of the password
in the generation process. The permutation is stored in one-
dimensional array, P of size N . The KBRP method consists
of three steps:



• init(): This step initializes an array of size N with
characters from the given password (password of length
M characters). It stores the ASCII code of each character
in the password in the array consecutively. If the password
is less than N characters, the unfilled elements are derived
by adding two consecutive ASCII codes. Finally, mod
N + 1 is calculated for each element, so that all values
are set within the range 1 to N .

• eliminate(): This step eliminates the similar values by
replacing them with zero and keep only one value out of
these similar values.

• fill(): This step replaces all zero values with values in the
range 1 to N that does not exist in the array. The resulted
array is now representing the permutation P .

In [15] Shakir et al. added two more steps:
• derive(): Mod 2 operation is performed for each element

in P . This ensures that each element in P will have either
0 or 1 and the number of 0’s and 1’s are even, so only
one bit is complemented.

• certify(): This step, checks the run length r for the two
binary digits 0 and 1.

In the proposed system, to add more security to the generated
keys in the derive() stage we choose to complement element
number M, and in the certify() stage we took r = 2 + M/2
(if M is odd we use add 1). By doing this, we ensure that
the derived keys is completely user dependent (no single
parameter is the same for the entire database). Table I shows
some examples of different users claimed ID’s and their
corresponding generated keys.

TABLE I
USER CLAIMED ID AND IT’S CORRESPONDING GENERATED KEYS. IN

FIRST ROW THE USER USED HIS NAME, IN THE SECOND ROW HE USED A

PASSWORD, AND IN THE LAST ROW HE USED HIS ID NUMBER.

IV. ROBUST PERCEPTUAL IMAGE HASHING

Most of the biometrics- based authentication systems have
a common weakest link, which is the need for a template
database. If the database is attacked, there is no way to assign
a different template, therefore, storing biometric templates
should be avoided. However, the variability of the face im-
ages (for example, changing hair style, facial furniture) and
the imperfect image acquisition conditions (different lighting
conditions, pose, scale, camera gain,..etc.) prevents the use

of secure cryptographic hashing algorithms for securing the
biometric data. Secure cryptographic hashing algorithms such
as MD-5 and SHA-1 give completely different outputs even if
the inputs are very close to each other.

In recent years, researchers have proposed many different
solutions. One of the most successful solutions is to use
cancelable biometrics. The main idea is to use a noninvertible
transform to map biometric data to other space and store the
mapped template instead of the original one. A detailed survey
of various cancelable biometrics techniques can be found in
[11].

A robust image hash function has two inputs, an image
I and a secret key κ and produces a short binary vector−→
h = Hκ(I) from a set {0, 1}h (i.e., h bits long). The hash
function should possess perceptual properties: Hash values for
all ”approximately-the-same” images are desired to be equal,
such a hash function is a many-to-one mapping. For face image
hashing we use Robust Perceptual Image Hashing Algorithm
[17] described as follows:

Step 1Let the n× n input image be I ∈ Rn×n.
Step 2From I , pseudo-randomly form p possibly overlap-

ping rectangles (each of them of size m × m and
their location is determined using the secret key):
Ai ∈ Rm×m, 1 ≤ i ≤ p.

Step 3Generate a feature vector −→gi from each rectangle Ai

via the transformation −→gi = T1(Ai).
Step 4Construct a secondary image j by using a pseudo-

random (PR) combination of intermediate feature
vectors {−→g1 , ....,−→gp}.

Step 5From j, pseudo-randomly form r possibly overlap-
ping rectangles (each of them of size d × d and
their location is determined using the secret key):
Bi ∈ Rd×d,1 ≤ i ≤ r.

Step 6Generate a final feature vector−→fi from each rectangle
Bi via the transformation −→fi = T2(Bi).

Step 7Combine {−→f1, ....,
−→
fr} to form the final hash vector

(See Fig. 4).
The choice of the transformations T1and T2 is crucial for

the system performance, in this work, we examined Singular
value Decomposition (SVD) and Wavelet Transforms (WT)
with different arrangements. Table II below shows the various
arrangement and the achieved Genuine Accept Rate (GAR)
and False Reject Rate (FRR). All the arrangements was tested
with keeping the False Accept Rate (FAR) equal to zero, which
makes our system more reliable.

As shown in table II, working with user dependent threshold
gave better results than using a single system threshold. As,
the result hash vectors will be encrypted during the enrollment
stage, and the user encrypted hash vector will be decrypted
during the verification stage. We choose to work with T1 and
T2 as a Wavelet transform, as it gave best GAR with the
shortest hash vector.

V. ADVANCED ENCRYPTION STANDARD (AES)
The final stage in the proposed system is to encrypt the hash

vector before storing it in the system database. Rijndael block



Fig. 4. Robust Perceptual Image Hashing.

TABLE II
PERCEPTUAL IMAGE HASHING WITH DIFFERENT TRANSFORM T1 AND T2 ,

AND THE CORRESPONDING GAR, FRR, AND HASH VECTOR LENGTH

cipher, is used here it was developed by Joen Daemen and
Vincent Rijmen [18]. The algorithm is flexible in supporting
any combination of data and key size of 128, 192, and 256
bits. It was selected to be the advanced encryption standard
(AES) in 2000, replacing the 56-bit Data Encryption Standard
(DES) cipher. AES allows a 128-bit data length that can be
divided into four basic operation blocks. These blocks operate
on an array of bytes organized as 4 x 4 matrix called the state.
For full encryption, the data is passed through Nr rounds (in
this work, Nr = 11 for a 128-bit block and key length). These
rounds are governed by the following transformations [18]:

1) AddroundKey transformation: is a simple XOR between
the working state and the roundkey (the key output from
the key-scheduling operation).

2) Subbyte transformation: is a non-linear byte substitution,
using an s-box, which is constructed by multiplicative
inverse and affine transformation.

3) Shiftrows transformation: is a simple byte transformation
where the bytes in the last three rows of the state are
cyclically shifted; the offset of the left shift varies from
zero to three bytes according to the row number.

4) Mixcolumns transformation: is equivalent to matrix mul-
tiplication. The output from the shiftrow operation is

multiplied by a fixed matrix, It should be noted that the
bytes are treated as polynomials rather than numbers.

The key is generated for each round using a key expansion
algorithm [18]. The decryption structure has exactly the same
sequence of transformation as in encryption structure, by using
Inv-subbyte, Inv-mixcolumn, Inv-shiftrow, and AddroundKey
allow the form of key scheduling to be identical for encryption
and decryption. The Electronic Code Block (ECB) mode is
used in which, every single data block is encrypted and
decrypted independently from other blocks.

VI. CONCLUSION AND FUTURE WORK

In this paper, we proposed a secure face verification system
which employs a user dependent one way transformation based
on a two stage hashing algorithm. Using cancelable biometrics
will not only eliminate the need for storing biometric template
in the database but also, provide flexibility to change the
transform from one application to the other to ensure the
security and the privacy of the biometric data. Using a two
stage hashing technique increased, robustness, reliability and
security. Both the hashing and cryptography keys are user
dependent, derived from his own claimed ID (no restrictions
on the offered ID as long as it’s the same every time
he tries to access the system), which offers more security.
The keys are generated using modified password-based key
derivation algorithm and is not stored in the system database.
Furthermore, Adding encryption as a final stage, increases
the security and overcomes attacks on the communication
channels. Our system was tested on ORL face database using
different transforms in the hashing technique and two types of
thresholds.

Our future work will focus on two areas, (1) Testing our
approach on a larger database, and different types of biomet-
rics. (2) As no single biometric can be considered optimal,
we are currently working on using multiple biometrics, and
investigating the best fusion approaches.
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